Copy Protection and Digital Rights Management


Bill Gates recently said, “The age of the CD is really coming to an end” [Jen05].  CDs are becoming outdated because the data is stored in an uncompressed, unprotected format.  Users are able to copy the CD to their computer, compress the files, and share them with others on the Internet using peer-to-peer networking software.  The idea behind Digital Rights Management is to prevent this copyright violation.  Most DRM systems today approach the problem by encrypting the data and controlling who is able to decrypt it.  The hope is that this will force users to pay for music instead of downloading it for free from a peer-to-peer network.  This section will describe in detail three prominent DRM systems.
Microsoft Windows DRM

The Microsoft Windows Digital Rights Management System is used by Napster [Nap] (the new legitimate service, not the old peer-to-peer network) and other online distribution services.  Like other prominent systems, one of the main ideas behind the Windows DRM system is the separation of the song from the license.  The protected song can be distributed freely, even over a peer-to-peer network.  When a user wants to listen to a protected song, he must acquire a license from a designated license server.  The license, in combination with characteristics of his PC, allows him to decrypt the key that decrypts the song [Mic04, “Architecture”].  This simple idea has many important ramifications for how distribution of the song can be controlled.
An important aspect of this system is the flexibility and power it gives to the license distributor.  Say Bill downloads a song from a music distributor that uses the Windows DRM system, such as Napster.  The distributor generates a key and encrypts the song using this key.  The distributor then encrypts this key with another key.  Bill gets the song, the encrypted key, and a license that contains the other key, which will allow him to decrypt the encrypted key.  The license is stored in a license database on his computer, separate from the song file.  The encrypted key is transparently included in the song file.  Bill’s license can restrict him to only playing the song on his computer, because it uses unique characteristics of his computer as parameters for decryption of the key.

Licenses are flexible in what they might allow the user to do with the song.  For example, a license might allow a user to burn the song to a CD three times, or it may not allow the song to be burned at all.  A license can restrict the number of times a user is allowed to play the song.  It could also include an expiration date, after which the user would not be allowed to play the song at all.  It can require itself to be renewed periodically, which could allow the distributor to modify what the license allows.  If the distributor wanted to reduce the number of allowed burns from three to one, they could do this when the license was renewed.
Bill likes the song, so he sends it to his friend, Melinda.  Melinda tries to play the song on her computer, but she does not have a license.  Even if Bill sends Melinda his license, she cannot play the song because her computer has different characteristics from those in Bill’s license.  In order to play the song, Melinda is required to acquire her own license: “If a consumer sends a packaged digital media file to a friend, this friend must acquire her own license to play the digital media file. This PC-by-PC licensing scheme ensures that the packaged digital media file can only be played by the computer that has been granted the license key for that file” [Mic04, “Architecture”].  Melinda may then share the song with her friends, who must acquire their own licenses.

Microsoft’s DRM system features the Secure Audio Path, which prevents pirates from using custom device drivers to copy unencrypted data as it is sent to the sound card [Mic, “Secure Audio”].  Decryption of data occurs in the operating system, which runs at a higher level of security than a normal application.  Therefore, no application has an opportunity to copy data after it has been decrypted.  The decrypted data is sent to the sound card only if the sound card driver has been certified by Microsoft.  If the sound card has a digital output port, it is disabled for protected songs.  This system makes it quite challenging to copy the data after decryption; however, the reliance on the operating system means users of other operating systems cannot play protected files.
The Windows DRM system offers flexible licensing options for distributors, but it lacks flexibility in several important areas.  For example, if a user has two computers where he wants to store his music, he must purchase two licenses for every song.  Another example is the lack of support on other operating systems.  If a user decides to switch to an Apple or Linux computer, her old licenses, which may be worth hundreds of dollars for a large collection, will become useless.  Another problem is the process of identifying a valid computer.  In order to prevent people from faking system parameters to circumvent licensing, Microsoft does not publish how it distinguishes computers.  Consequently, if a user makes a hardware change to their computer, they might unintentionally invalidate all their licenses.  For example, if the DRM system looks at the serial number of the processor, then replacing the motherboard due to a hardware failure will nullify all the licenses on the hard drive.
A major weakness for the Windows DRM is the hazy support of CD burning.  The distributor may choose whether or not to allow users to burn CDs [Mic04, “Architecture”], but both options have serious problems.  If a distributor allows burning, then all the copy protection provided by the Windows DRM goes out the window.  The CD is a legacy format, and the data is required to be unencrypted because standard CD players do not support decryption.  Circumventing the copy protection is as simple as burning a CD and ripping it.  Once someone writes a fake CD driver that copies the data directly to a file on the hard drive, people will not even have to waste CDs to get their songs in an unprotected format.  A DRM system is only as strong as the weakest link in its chain, and CD burning is a very weak link.  The other option, to disallow CD burning altogether, is a major disadvantage from the consumer’s perspective, because many people like to play their music on a stereo system or automobile CD player.  Such a restriction could prevent a distributor from being commercially successful.
Apple FairPlay DRM

Apple developed a system called FairPlay to implement Digital Rights Management for its iTunes service.  This system has principles similar to the Microsoft DRM system and a few important differences.  FairPlay encrypts a song with a key, and then encrypts that key with another key, which is analogous to the license system used by Microsoft.  It is not clear how flexible the rights can be to allow, for example, expiration of a license.  iTunes allows unlimited burning of songs to CDs, with the slight restriction that a specific collection of songs (play list) can be burned at most seven times [App].  iTunes also offers a way to play songs on multiple computers.  Up to 5 computers at a time can be authorized to play a user’s songs [App].  These features seek to address consumers’ fair use desires.
FairPlay does not feature a system analogous to Microsoft’s Secure Audio Path.  Thus, a programmer can create a sound card driver to steal the decrypted data as it is played.  This is exactly what Jon Johansson did [AP].  This is only a partial circumvention of the copy protection because it only works if one has already purchased the song.  If a person does not have the appropriate keys, she cannot use this method.  In other words, these methods do not allow a person to break the copy protection on songs that another person purchased.  The same is true for circumvention of the Microsoft DRM.  To be able to decrypt songs bought by others, one would need an algorithm to break the encryption, and finding such an algorithm is extremely difficult.

While FairPlay’s lack of a secure way to play music makes it vulnerable to unauthorized copying, it also allows iTunes to run on multiple operating systems: Macintosh and Windows.  Arguably, the driver vulnerability is not important because iTunes allows users to burn protected songs to CDs in an unprotected format.  Burning and ripping a CD is a straightforward way of side-stepping the copy protection.

Real Helix DRM

RealPlayer offers a DRM system known as Helix.  The main feature of Helix, in comparison to the other DRM platforms, is its ability to run on many platforms, including Windows, Macintosh, Linux, Solaris, and many mobile devices.  The Helix system is completely open source [Rea, “Helix”], which allows anyone to view and modify the source code as they wish.  Based on the high-level description on Real’s webpage, the implementation of Helix is similar to Microsoft and Apple’s system: it uses a license server to grant access to encrypted data [Rea, “Technical”].  Unlike the other two, Helix supports an open standard for music files called Ogg Vorbis instead of using a proprietary format.
DRM Summary

The development of DRM systems has allowed the music industry to begin to utilize the large market for online music.  Apple’s iTunes service has been especially successful in generating revenue.  There have been some abuses of the service by people circumventing the copy protection measures.  For example, iTunes has a feature that allows users to share music without copying the music files, and a programmer developed a program that would put the song in a file.  Widespread use of this program threatened to turn iTunes into another massive peer-to-peer illegal file swapping system, but Apple restricted the feature to only allowing sharing among computers on the same subnet.  The overall success of the service has shown that many consumers are willing to abide by copyright law when provided with an easy-to-use service offering reasonable fair-use options.  An outspoken few have railed against the fair-use restrictions and developed software such as PlayFair, Hymn, and FairKeys that are intended to let users have their songs in an unprotected format.
DRM Evaluations
Microsoft Windows DRM

	1.0 Effective Copy Control

	Section
	Criteria
	Details
	Score

	1.1
	Copy Protection
	Does the DRM system enforce Copy Protection (Restriction) or Copy Prevention?
	   7  / 10

	1.2
	Tracing
	Can the DRM system trace analog and digital copies of the media?
	3  / 10  

	1.3
	Robust
	Can the DRM system continue to protect the media after significant (accidental or deliberate) non-destructive modification to the media?
	   3   /  5

	
	
	
	

	
	
	Total
	  13 / 25


Microsoft’s DRM system goes to great lengths for copy protection with the Secure Audio Path, but lacks copy prevention features when users are allowed to burn CDs.  In the context of deliberate piracy with CD-burning, files become untraceable.  The system scores low on robustness because customers must use Windows and a customer can lose their music as a result of an unpredictable hardware failure.
	2.0 Integrity

	Section
	Criteria
	Details
	Score

	2.1
	Quality
	Is the quality of the protected media perceivably identical to that of similar unprotected media?
	  10 / 10

	2.2
	Consistency
	Is the protection offered by the DRM system consistent and replicable across media?
	5 / 5  

	
	
	
	

	
	
	Total
	  15 / 15


The quality is determined by the distributor, but high-quality music is fully-supported, and it is consistent (reliable) with different data input (songs).
	3.0 Implementation

	Section
	Criteria
	Details
	Score

	3.1
	Low Cost
	Is the DRM system cheap enough to implement without reducing profit or market demand because of high prices?
	    9 / 10

	3.2
	Domain
	Is the DRM widely applicable to a variety of appropriate distribution mediums?
	 5  / 10  

	3.3
	Accessibility
	Does the DRM system allow the media to be played/accessed across different platforms?
	 3  / 10  

	
	
	
	

	
	
	Total
	  17 / 30


The only costs are server maintenance and bandwidth.  While the system theoretically allows distribution on CDs, it does not support the traditional format, so the only practical distribution medium is over the Internet on a high-speed connection.  Users lacking a high-speed connection will be left out, and users of other operating systems or incompatible portable players will not be able to access music.
	4.0 Practicality

	Section
	Criteria
	Details
	Score

	4.1
	Viable
	Is the DRM system technically viable?
	    8 / 10

	4.2
	Efficiency
	Can protected media be accessed at the same speed as unprotected media?
	8 / 10  

	
	
	
	

	
	
	Total
	  16 / 20


Efficiency (of decryption and decompression) is not a problem on today’s hardware.  The system is marked down in both categories because reasonable access times require a high-speed Internet connection.
	5.0 Business Processes

	Section
	Criteria
	Details
	Score

	5.1
	Adaptable
	Does the DRM system allow flexible payment models?
	   8  / 10

	5.2
	Revenue
	Is the DRM system flexible in generating revenue (e.g. advertising)?
	    7 / 10

	5.3
	Integrates with billing
	Can the DRM system be integrated with account billing systems, allowing charges to be appropriately assessed?
	   3  /   5

	
	
	
	

	
	
	Total
	  18 / 25


The system is able to handle subscription and pay-per-song models of payment, which is a nice feature.  While distributors can put advertisements on their service, there is no flexible advertising infrastructure in the DRM system itself.  The system also has a weakness in that users are billed online using credit cards, which is not good for younger users or people who are uncomfortable using their credit card online.
	6.0 Encryption

	Section
	Criteria
	Details
	Score

	6.1
	End-to-end
	Does the DRM support encryption from end-to-end?
	   2  /   2

	6.2
	Quality
	Does the DRM system impair accessibility and quality of protected media (when compared to un-authorized media)?
	   1  /   2

	6.3
	Efficiency
	Can encryption/decryption occur without significant resource costs?
	   1  /   1

	
	
	
	

	
	
	Total
	    4 /   5


The encryption methods are up to par for the most part.  Accessibility from multiple computers for fair use would be a nice feature.
Apple Fairplay DRM

	1.0 Effective Copy Control

	Section
	Criteria
	Details
	Score

	1.1
	Copy Protection
	Does the DRM system enforce Copy Protection (Restriction) or Copy Prevention?
	    6 / 10

	1.2
	Tracing
	Can the DRM system trace analog and digital copies of the media?
	   3 / 10  

	1.3
	Robust
	Can the DRM system continue to protect the media after significant (accidental or deliberate) non-destructive modification to the media?
	    4  /  5

	
	
	
	

	
	
	Total
	  13 / 25


The copy protection can be circumvented with CD burning or using the easily-available JHymn.  Burned files are not traceable.  Robustness is strong because song licenses are tied to an account on a central server, but it would be better if it could support portable players besides the iPod.

	2.0 Integrity

	Section
	Criteria
	Details
	Score

	2.1
	Quality
	Is the quality of the protected media perceivably identical to that of similar unprotected media?
	  10 / 10

	2.2
	Consistency
	Is the protection offered by the DRM system consistent and replicable across media?
	  5 / 5  

	
	
	
	

	
	
	Total
	  15 / 15


No perceivable problems here.
	3.0 Implementation

	Section
	Criteria
	Details
	Score

	3.1
	Low Cost
	Is the DRM system cheap enough to implement without reducing profit or market demand because of high prices?
	    9 / 10

	3.2
	Domain
	Is the DRM widely applicable to a variety of appropriate distribution mediums?
	 3 / 10  

	3.3
	Accessibility
	Does the DRM system allow the media to be played/accessed across different platforms?
	   4 / 10  

	
	
	
	

	
	
	Total
	  16 / 30


The cost is not of operating the system is not prohibitive, but iTunes is not feasible for people with slow Internet connections, and support on portable platforms besides the iPod is lacking.
	4.0 Practicality

	Section
	Criteria
	Details
	Score

	4.1
	Viable
	Is the DRM system technically viable?
	    8 / 10

	4.2
	Efficiency
	Can protected media be accessed at the same speed as unprotected media?
	8  / 10  

	
	
	
	

	
	
	Total
	  16 / 20


The dependence on high-speed connections is the same weakness as the Microsoft system.  To be a good replacement of CDs, a distribution method must accommodate people with slow Internet connections.
	5.0 Business Processes

	Section
	Criteria
	Details
	Score

	5.1
	Adaptable
	Does the DRM system allow flexible payment models?
	    2 / 10

	5.2
	Revenue
	Is the DRM system flexible in generating revenue (e.g. advertising)?
	    2 / 10

	5.3
	Integrates with billing
	Can the DRM system be integrated with account billing systems, allowing charges to be appropriately assessed?
	    2  /  5

	
	
	
	

	
	
	Total
	    6 / 25


Support for a subscription service and advertising system would help in this category.
	6.0 Encryption

	Section
	Criteria
	Details
	Score

	6.1
	End-to-end
	Does the DRM support encryption from end-to-end?
	    1  /  2

	6.2
	Quality
	Does the DRM system impair accessibility and quality of protected media (when compared to un-authorized media)?
	    2  /  2

	6.3
	Efficiency
	Can encryption/decryption occur without significant resource costs?
	    1  /  1

	
	
	
	

	
	
	Total
	     4 /  5


Decrypted data can be intercepted by device drivers, so the system is not truly end-to-end.  Accessibility on multiple machines is a great feature.  Efficiency is not a problem.

Discussion


Among the systems analyzed, watermarking achieved the highest overall score.  Some systems offer a great deal of fair use, and others offer strong copy protection, but watermarking is well-suited for fair use and copyright protection.  Watermarking is also the only system that has not been implemented on a large scale.  If the watermark proves to be too easy to remove, the entire system could fall apart.  The only way to truly evaluate watermarking is to implement a service that uses it.

A possible concern about watermarking that was not highlighted by the evaluation criteria is privacy.  To buy a watermarked song, the user must tell the service who she is, so that she can be found if she redistributes the music.  People concerned with privacy could find this troubling.  In the current CD-based system, a consumer can walk into a store, buy a CD with cash, and never reveal his identity.  Internet distributors such as iTunes do not allow consumers to be anonymous, because they must pay with a credit card, and their IP address is traceable.  People concerned with privacy still have the option to go to the CD store.  When CDs are replaced, there ought to remain an option that allows consumers to buy their music anonymously.  At first glance, encryption would not offer a solution because the license key would have to come with the song, so the user could use the key to decrypt the song.  A hardware-based key storage model such as that proposed by the Trusted Computing Group could address this problem.  The problem is one must buy a special chip in order to buy music, and that could be expensive.  Another possible solution would be to sell unprotected, untraceable versions of songs at a higher price.  In truth, this is an area that deserves more research: designing a privacy-oriented distribution system that is capable of protecting copyrights.

The evaluations highlight the strengths and weaknesses of the various music distribution systems.  The systems based on digital data provide high quality, but worse copy protection in general.  No system was able to achieve optimal scores across the important characteristics of quality, accessibility, and copy protection.  We believe the optimal distribution system can be achieved by combining the strengths of the systems we have evaluated.  The encryption-based DRMs provide excellent quality, but have problems with accessibility (requiring a fast connection) and copy protection (because of CD burning).  CDs provide accessibility to those without a good connection, but are very weak on copy protection.  Watermarking provides decent copy prevention due to traceability, and the cross-platform compatibility of watermarking is a strong point, but the quality can suffer if the watermark is as strong as it needs to be.

Consider the following distribution system combining elements of encryption, watermarking, and CDs.  The core of the system is a DRM similar to Apple’s or Microsoft’s.  An additional feature is provided to unprotect data by putting it in a widespread format such as MP3 or CD; however, the data is watermarked before it is unprotected.  Therefore, users cannot easily circumvent the copy protection by simply burning a CD and ripping it, because it would be traceable to their account.  Furthermore, users who do not wish to sacrifice the quality of their music can simply avoid watermarking.  Thus, top-quality music is available in protected form, and almost-top-quality music is available in an unprotected, but traceable form.

Another aspect of this system must address accessibility to those without a fast connection and credit card.  To accommodate such users, imagine a kiosk-like machine in the CD store.  This machine would have a fast Internet connection and a port where users could plug in their portable music player.  Customers could use the machine to buy songs, and download them onto a device like an iPod.  Alternatively, if they do not own a portable music player, they could choose to have the songs burned on a CD (in a protected or watermarked format).  To buy watermarked songs, one would need to provide a credit card for tracing.  This system also has the advantage that it would reduce the cost of manufacturing and shipping CDs.

We do not claim this system is perfect.  It might still be vulnerable to circumvention by attacks that replace the sound card driver, for example.  We would hope that such attacks would not be common because the system already grants substantial fair use options simply by allowing the user to create watermarked copies of their music.  Several of the attacks (PlayFair, JHymn, DeCSS, etc.) on DRM systems claim to be for fair use.  By supporting fair use, the system would draw less resentment from proponents of fair use rights.  We believe this system would build upon the strengths of the systems in use today.

This is only a starting point for the direction of music distribution in a post-CD world.  More research is needed about the viability of watermarking algorithms, the effectiveness of the watermarking deterrent factor, and how privacy can be preserved.  Our evaluations and subsequent analysis highlight three factors that limit how powerful copy protection should be: fair use, privacy, and accessibility.  Fair use refers to the ability to make copies for legitimate and legal purposes.  Privacy refers to the ability to buy and play music without disclosing identifying information.  Accessibility refers to the necessity of reaching consumers who do not have a high-speed connection or expensive portable music player.  The current CD system is strong on all three of these points, but it lacks successful copy protection.  As long as these three points are not accommodated by newer distribution systems, CDs will be phased out very slowly, which means ripping and piracy will continue for a long time.
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