Pay Per Use vs. Fair Use:
Tussle of Use Models in the Digital Age

by 


Debo Aderibigbe, Jim Fitzpatrick, Matthew Matuska

Introduction: Fair Use, and Pay-Per-Use, and the P2P Threat


The rise of technology is the progenitor of modern media.  Without the technological advances of the past century, the motion picture and recording industries, respectively, simply would not exist.  Similarly, technological developments tend to spur transformations in modern entertainment media.  Just as the printing press made copyright for reproduction into an issue, however, recent technological advancements have introduced the potential for the anonymous and widespread circumvention of copyright. But with this technology also comes new methods for businesses to make profits from their copyrighted works. 

Today, technology is driving three forces in the realm of copyright.  One is the consumer’s “fair use” rights.  Fair use ranges from the display or performance of a medium (i.e. playing a DVD) for personal use, to “criticism, comment, news reporting, teaching (including multiple copies for classroom use), scholarship, and research.” [1] Legally, a use is judged as fair depending on four factors: the purpose and character of the use, the nature of the copyrighted work, the amount of the work used, and the effect on the market value of the protected work.  For the intents of the paper, fair use will be the legal amount of use as stated by the copyright law; other laws may have the ability to impose fair use restrictions. 

The second force driven by copyright is the entertainment industry’s advance into “pay-per-use” economic models.  Pay-per-use models take advantage of consumers that are willing to sacrifice permanent ownership in exchange for a lower initial cost.  Several examples of pay-per-use models have been implemented, and not only in the copyright realm.  In the past, these models have depended upon the transfer and return of a physical medium: car leases, video rentals, library check-outs, etc.  However, technology has also enabled other methods for distribution, including pay-per-view cable television, the Divx DVD system, and MovieLink.  In these new pay-per-use systems, technology has allowed distributors rather than consumers judge and in most cases restrict fair use rights.  

Finally, technology is enabling peer-to-peer technologies. In the past twenty years society has seen technology advance from the prohibitive expenses of the first musical compact disc to the ability for most individuals with a computer to exactly duplicate and re-publish that disc, among other things. The combined evolutions of storage, compression, and networking technologies have produced the ability to take a musical CD and construct what amounts to an advanced copyright infringement system on the Internet.  The threats to both the traditional models that permit fair use and the newer pay-per-use models are arguably real and significant. 


This paper will examine the models of fair use and pay-per-use; several technical overviews of near-past, present, and near-future pay-per-use systems; an analysis of the commercial and legal issues surrounding fair uses of media; and the viability of retaining fair uses in light of pay-per-use and peer-to-peer developments.  

Article I. The Traditional Model of Fair Use


As we have seen above, fair use is a substantially vague term, with no fair use explicit in the law but instead having codified the terms of fair use.  However, certain specific groups have interest in various fair uses.  Perhaps the three most interested groups in the fair use realm are the media, academia, and the standard consumer.  


The media’s interest in fair use serves a symbiotic role: it offers publicity for film and music in exchange for its own publishable material.  While these fair uses have been instantiated as a protection against bias of permission on the part of the copyright holder, anyone is allowed to publish reviews of copyrighted works as a protection of the “critic.” Yet, the benefits the entertainment industry gains from the media are massive as a free method of gaining name recognition.  


Academia has a more questionable role in the realm of copyrighted material.  While the “improvement of science and the arts” [2] is central in the spirit of copyright, entertainment companies only want their own scientists and artists preserved.  And, as the paper will show is the case of Ed Felten, some scientific research can be so contributory to piracy that it fringes on legality.  


Consumers supply the most income in the copyright realm, yet their fair uses also pose significant problems.  Besides ordinary viewing, several fair uses have developed over the years, such as MP3 backup files [3] and “time-shifting” using a VCR or single copies of purchased material. [4] However, while a vocal percentage of people take advantage these fair uses, do they preserve the reason consumers purchase media? 


As time has moved along, there have been greater and greater technological advances with respect to fair use.  For instance, “time-shifting” would not have been a fair use without Sony’s development of the VCR, as well as the accompanying court case legitimizing its use. [4] Tapes, CD writers, and MP3 technologies have brought similar fair uses to music. However, copyright infringement has grown enormously through such technologies, as the MPAA claims to lose $3 billion annually to piracy. [5] Given such losses, the MPAA, RIAA, and other entertainment groups would only desire to further restrict piracy—and the current fair uses like legal copies that make it possible. 

Article II. The New Pay-Per-Use Model


Outside of movie theaters, the concept pay-per-use media originated for the purpose of distributing live events.  Using satellite and cable television systems, pay-per-view providers would broadcast one-time events and charge for access to generate revenues.  Some early adopters to pay-per-view included professional wrestling and boxing, which continue to be the lifeblood of pay-per-view. Later, pay-per-view services began to sell movies over permanent pay-per-view channels.  


However, pay-per-use media is no longer restricted to cable and satellite feeds.  Technologies ranging from set-top media players to Internet-guided systems are innovating in the pay-per-use realm, as the paper will show below.  The aims of these products are varied; some claim to be the evolution of television, while others claim to be no more than a replacement for video rental systems.  Current pay-per-use technologies are limited to video solutions; however, the future could see audio streaming on a pay-per-use basis as well. 

Section 2.1 DIVX: A failed attempt at DRM Pay-Per-Use for the masses


The technological origins of DVD are simple.  Essentially, movie studios saw the emerging digital technologies introduced by computers as an opportunity to get more users.  Users would buy into this technology because of several explicit advantages: instantaneous searching instead of the cumbersome fast-forwarding of tapes, higher quality pictures, more content than a VHS tape (wide-screen options, extra soundtracks, subtitles, etc.), and a relatively affordable player.  Yet, after the issues the debut of VHS systems caused, including court cases over fair use rights, movie studios also sought adequate copyright protection for their technologies.  Both the DVD-Video format (referenced as DVD), the currently used format for DVD discs, and the Divx format supplied concrete answers to the MPAA’s concerns: key-based encryptions including CSS, Macrovision copy protection, and other copy protection systems. [6]


The DVD-Video format had its own particular advantages: having debuted in early 1997, it had a clear advantage as the incumbent “new” technology that was in the process of being adopted.  It provided all the advantages the new digital media could (and did) provide. Divx was released mid-1998, not as a competing format, but as an additional technology specifically designed to take advantage of the rental market. 


The Divx technology relied upon a centralized server.  Once a Divx-enabled DVD player connected to this server and an account was initialized, a person could watch a single-use Divx for a greatly reduced price, initially set at $4.49.  The disc could be used for additional viewings after the 48-hour trial period, but would be charged a $3.25 fee.  Most discs could be “unlocked” for additional fees, usually no more than $20.  The player would track these additional viewings and report back to the centralized server to manage the total bill.  


What was innovative about the Divx technology was not the home payment model.  Pay-per-view had existed for years as a way for cable companies to make additional money from live events and recently released movies.  The innovation Divx provided was something that people couldn’t quite grasp: while consumers paid money for a Divx disc they could keep for life, they did not explicitly own what was on the disc. [7]  In fact, they only owned a one-time license at purchase that expired soon afterwards. Never before had a pay-per-use system entered the market that was stored on a permanent medium. The license model for the disc was enforced by the first technologically induced Digital Rights Management system.  


It is not a surprise to find out that Divx did not survive long in the market; DVD has prospered and become the dominant format for digital video today. Divx was deemed inviable as a business by Circuit City in 1999 [8] and the centralized server was shut down for good in July 2001.  However, it was a first attempt at fair-use restriction that, while not viable, certainly laid groundwork for future systems to come. 

Section 2.2 Divx Advantages


Divx claimed several advantages over the standard DVD disc.  The market it sought to take over was the rental market—since home video use developed primarily with the development of VHS rental, so Divx thought they could be the technological replacement in that realm.  

The format produced discrete advantages over the rental, however, as they tried to make it better than the old system.   Divx discs were originally priced well below what DVDs cost, and only slightly above the DVD rental fees charged.  In addition, there were no late fees associated with Divx because the discs could be kept, re-viewed, or disposed of, all at no penalty to the consumer.  

The success of such a format depended on one thing: universality.  Specifically, had it had universal support from DVD player manufacturers, rental outlets or other distribution sources, and movie studios, the format may have been a superior alternative to VHS.  These were all in the initial plan of action for Divx, and some of them, to a degree, were met.  Players were initially planned by 14 companies, and several movie studios followed in giving their support, including Buena Vista Home Entertainment, MGM/UA, Paramount, Universal, DreamWorks SKG, and 20th Century Fox. [9]

The studios had several good reasons to go along with the Divx plan. First, they controlled the billing: while the prices for all discs were recommended, studios were able to set the final price of all purchases made through the Divx system.  So, while Divx was originally supposed to cost $12 to $17 to get an unlimited-use disc, the final price often was $20 or above, [10] because the studios could decide on their own to charge that much. 


In addition, extensive copyright protection was built into the Divx system.  While the standard DVD format had 40-bit CSS encryption, Divx went a step further to ensure copyright protection.  The Divx discs were protected with a tighter triple DES encryption.[8] Copy protection is also built into the system: if a player is disconnected from the server for an extended period of time, the player essentially shut down, and there was no longer a device that can access the data, let alone try to pirate it.  Serialized players and discs allowed one further level of copy protection, enabling the pirate activity to be traced.  All these technological decisions were primarily designed for the MPAA’s wish to control their copyright. 

Section 2.3 Divx Disadvantages


However, the DRM system itself was a primary disadvantage of the system to users.  First, the additional cost of adding Divx capability to a DVD player can be anywhere from $50 to $100, which is exactly that much more that the consumer does not want to spend.  The system was also cumbersome, requiring at least a monthly connection to a telephone line, and had a constant dependency on a somewhat reliable connection to the centralized server.  The ability to trace watching habits, enabled by the billing and tracing methods, meant a privacy intrusion upon customers. [8,9]  

Finally, restricting one account to a Divx player meant that an unlocked Divx disc in one location did not give the user full rights on his friend’s machines, for instance.  This is because of Divx’s copyright innovation: locking copyrighted on a purchased product away from the customer.  No one had ever done this: pay-per-view services always gave running broadcasts through their systems, with no data storage on the user’s end, while rental stores gave you the physical medium the movie was on, if only for a short time.  

There are several reasons why consumers are against this.  The first, and simplest, is that it is a foreign concept, and no one had done it before.  This is often enough in the marketplace to restrict a person from purchasing it.  However, there are also ideological contentions.  Primarily, consumers do not want to be made out as criminals.  Any type of DRM system implies that someone who wants to use something legitimately has to jump through hoops to do it; given a system where the legitimate user has the option of not jumping through those hoops, such as choosing DVD, the person will most likely do that. 

There are also those users who believe that if they have something, they own it. The “bottle” of information Barlow [11] talks about is the focus: at this point, not only the information held within the bottle but also the control over the bottle is completely within the hands of the owner. This is the principle of most fair uses; however, Divx suspends that. 

However, it might be too premature to blame the failure of Divx on the technology used to implement it.  Simple rules of economics also played a large part in its failure.  First, it appeared much later than the original DVD format, as mentioned above.  Second, the majority of studios supported both DVD and Divx.  Most often, if a title would only be distributed in one format, the DVD disc would be chosen; otherwise, the film was likely not worth distributing. [12] A lack of availability also drove the Divx platform into the ground: only Circuit City and Good Guys Inc. were major distributors.  Meanwhile, DVD was already widespread, and being rented at Blockbuster and the like.  Trusted companies such as Sony and Philips refused to endorse the technology. [8] The deck was simply too stacked for Divx to make an impact on the market. 

Even as little as four years later, the technological hurdles Divx faced seem to be clearing up.  Home networking is becoming widespread, potentially removing the encumbrances of the Divx box and driving the cost down.  As general convergence of entertainment systems continues, a Divx-type system could be integrated into an X-Box type device, which is already geared for Internet connections.  An internet-based strategy would also make account authentication easier, thereby clearing the portability issues raised before.  

Given enough time, then, it isn’t too much of a stretch to assume that it will be technologically possible to have a convenient DRM system built into a media device, and that, given proper market timing, it would have the ability to be successful.  In the Divx case, for a variety of reasons, consumers chose DVD, the more open, fair-use permitting medium.  But will this be the way the system is preserved?  Perhaps more importantly, will the entertainment industry, in light of potential copyright infringement, force pay-per-use or other similarly protected media upon consumers? 

The major obstacle to creating a system where fair use and respect for copyright are the rule rather than the exception is the veritable explosion of media compression technologies and peer-to-peer file sharing in the last few years.  These technologies allow for the rapid dissemination of high-quality copied media, often before the media would be otherwise made available to the public.  In the current framework of technology, fair use cannot be enforced, nor can a pay-per-use model flourish due to the extreme difficulty in stopping peer-to-peer technology.  Some of the most popular downloads on the Internet today are for file sharing software, and the developers who are trying to retrofit applications to promote fair use or pay-per-use are losing more and more ground to downloads each day.  Current methods of technology allow for high-quality reproduction of digital media, thus undercutting the media which would be released by entities such as record companies or movie studios.  What follows is an exploration of some of the applications and technologies available on the market, with an evaluation of how each helps to shape patterns of use and future decisions about electronic distribution of media.

MP3 and P2P: The Threat to the RIAA

The current boom in digital media trafficking and file sharing owes itself in large part to MP3 encoding technology, which creates near-CD quality copies of audio files at a fraction of the space which a bit-perfect copy of the file would occupy.  CD audio is sampled at the rate of 44,100 times per second with a sample size of two bytes (16 bits) per channel in a two-channel stereo system.  Each second of a song, then, requires 16 bits/sample * 2 channels * 44100 samples/second – a total of over 1.4 million bits – to be reproduced at full quality.  Using this calculation, a three-minute song would take up approximately 30 MB.
  Before the advent of broadband technology, to send a file of this size would take hours over a dialup connection; even now, transferring data of this size is not particularly fast, and storing it locally, on a hard drive, for example, is cumbersome.


By taking advantage of the way the human ear perceives sounds of various frequencies and volumes, it is possible to compress sound files by a factor of ten to fourteen without a drastic loss of quality.  The Moving Picture Experts Group Audio Layer 3 (MP3) technology works in this way, according to the following principles:

· There are certain sounds the human ear cannot hear.

· There are certain sounds that the human ear hears much better than others.

· If there are two sounds playing simultaneously, we can hear the louder one, but cannot hear the softer one.


Taking advantage of the perceptual properties of human hearing, an MP3 encoder can eliminate sounds which are outside the range of effective human hearing and therefore significantly compress the data.  The compressed version of the song does not sound appreciably different to the human ear, and the audio file from the above example would shrink from approximate 30 MB to around 3 MB. 


The popularity of the MP3 format owes itself to the simultaneous rise of peer-to-peer file sharing technology.  Because MP3s are small and broadband connections are now quite commonplace, it is possible to move an entire album’s worth of material in a matter of minutes.  Many users on networks such as Napster and KaZaa share hundreds of media files for other users to download.  The basic gist of peer-to-peer technology is for users with appropriate client software to join a network and execute queries to search for particular media items.  When a match for the query is returned to the requesting user, the requesting client and the client housing the desired media establish a connection.  Inventor Shawn Fanning’s model for Napster’s peer-to-peer query system is shown below:
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When a client would log on to the Napster system, it would add itself to an index on the central server, listing its network status as well as the mp3 files it had shared.  All searches were routed through the central server, although file transfer took place strictly between peers without the involvement of the server.
  Fanning’s system would come under fire from the recording industry as a whole and its members – artists Dr. Dre and Metallica were two of the most publicly vocal opponents of the service.  Napster would ultimately lose its legal battle with the recording industry and be shut down in February of 2001.  From a technological standpoint, the Napster network was easy to bring down because of its centralized servers; this single point of failure proved to be the system’s downfall.  It appeared, at least temporarily, that the recording industry was making some headway into shutting down media piracy.  

Not to be outdone, however, the peer-to-peer community evolved, producing less centralized networks.  One such network which is popular today is KaZaa. When a node logs onto KaZaa, it makes contact with another node to announce its arrival, and the node it contacts announces this arrival to any node connected to itself at the time; such announcements continue to propagate using a similar pattern.  Time-to-live restrictions prevent announcements from traversing the entire network and making all machines aware of each other.  When a search request is generated by one node, it traverses the network in this manner as well.  Finally, the KaZaa model uses nodes with high bandwidth to help shoulder the burden of routing search requests quickly.


The main difference between KaZaa and Fanning’s Napster schema is that the decentralized network of KaZaa has, in a network of N nodes, N points of failure, as opposed to the solitary point of failure that Napster’s servers proved to be.  This is not to say that all of these nodes are equal, however; using KaZaa as an example, the network takes advantage of the high bandwidth of some nodes, using them to conduct fast searches.  Thus, simultaneous failure of many fast nodes would impair network performance, but as N gets appreciably large, the odds of significant impairment of network traffic become quite small.


The widespread use of unregulated peer-to-peer technology has predictably led to equally widespread flouting of copyright law, as it is possible to download a high-quality version of most media quickly.  This is not to say that the notion of digitally-available media is incompatible with fair use and the enforcement of copyright law, however; technologies such as Beam-It provide significant flexibility of use to users, as well as a very wide range of content, and could be integrated into a more legally-compliant model of media distribution.

Beam Me Up

Adam Stubblefield and Dan Wallach of Rice University performed a thorough analysis of the Beam-It protocol in a February 2000 paper, ultimately stating:  “We found the protocol to provide strong protection against a user pretending to have a music CD without actually possessing it, however we found the protocol to be unnecessarily verbose and includes information that some users may prefer to keep private”.
  The Beam-It protocol allows user to start an account, which is protected by a password, and then “beam” his or her CD’s to the account, which then gives the user access to the tracks on the CD in downloadable form.  The advantage of the Beam-It system is its flexibility, as a user can access his or her music collection from anywhere with an internet connection.  This is similar to how content is transported in the real world, as it would be easy for a user to pack up his or her collection of CD’s and carry them anywhere there is a CD player, then play them.    


Discs are “beamed” to the account by placing a CD into the CD-ROM drive and successfully providing a snippet of data from the disc as requested by the server.  The Beam-It protocol’s challenge-response system works by issuing a challenge to the user’s computer by specifying a track number, offset, and length of a data sample.  If the user’s computer responds successfully to the challenge, i.e. provides data that matches what the server is expecting, then the server reports a success; if the response is incorrect, the server will issue another challenge.  This error-catching method must be in place in order to account for damaged or scratched discs.  While it is possible to fool the Beam-It protocol by making an exact copy of the image of the original disc, this security hole is due to the implementation of data storage on CD’s and is beyond the scope of this paper.


While the Beam-It protocol is by no means a panacea for the problems plaguing the distribution of digital media, a similar protocol with improved implementation could prove valuable in engineering a system to promote more legal uses of digital media.  Stubblefield and Wallach cite several difficulties in the current implementation of Beam-It; first, since the accounts are secured using only conventional passwords, they are vulnerable to any of a number of well-known attack methods, such as dictionary attacks.  If an attacker were to crack an account’s password, he or she could download all the CD’s beamed to that account to that point.  Secondly, there is no method to inhibit password sharing among users – that is, a large group of users beam their CD’s to one account and all share the password.  Finally, the Beam-It client sends certain information to the server that may invade a user’s privacy.  Anytime a disc is “beamed” to the server, the user’s email address, IP address, and MAC address are sent to the server, which could allow for targeted advertising.  Once these issues are resolved, however, the Beam-It protocol stands to be a significant player in the enforcement of copyright law through digital means.

Part II:  Movies

A Hacker’s History of DVD


Digital Versatile Disc, or DVD, has enjoyed a reign of several years as the medium of choice for home movie viewing among consumers.  Stand-alone DVD players, as well as computer software for playing DVD’s, are becoming increasingly popular – one estimate reports approximately five million standalone DVD players in the U.S. at the end of 1999, along with 30 million software DVD players.


More central to the question of fair use than standalone players, however, is the prevalence of software DVD players.  When the technology was introduced, software players were only available for Windows and Macintosh environments.  This restriction caused quite a stir in the Open Source developer community, who also desired the ability to play DVDs on their computers.  This conflict was resolved when a group of programmers cracked the DVD encryption scheme and released Open Source DVD players to the world.


Data on a DVD is encrypted using Content Scrambling System, an encryption algorithm which uses 40-bit keys.  When a DVD movie plays, the data is decrypted on the fly; thus, each DVD player, whether software or standalone, must be equipped with a decryption key.  The brevity of the key has proven to be a double-edged sword; data encrypted using CSS is decrypted more readily than data encrypted using longer keys; however, the relative ease with which the system was cracked is partially a function of the length of the key.  CSS was cracked by the Norwegian hacker group Masters of Reverse Engineering (MoRE) when they discovered that the commercially-available XingDVD application did not encrypt its own decryption key.  MoRE was then able to generate more decryption keys given an unprotected version of one key.


Shortly after this discovery was made, the group released the source code to DeCSS, an Open Source DVD decoder.  The release of DeCSS caused an uproar in the movie industry, who had previously charged for the Windows and Mac versions of the software.  Kerckhoff’s Principle, a well-known computer science axiom, states that the security of an encryption algorithm should not be based upon its being a secret.  In light of this principle, the self-proclaimed hacker news site 2600.com posted the following response to the DVD industry’s cease-and-desist orders on websites who hosted DeCSS code:

In the last few days there have been numerous reports of movie industry lawyers shutting down sites offering information about DeCSS. 2600 feels that any such suppression of information is a very dangerous precedent. That is why we feel it's necessary to preserve this information. We do feel sympathy for the DVD industry now that their encryption has been cracked. Perhaps they will learn from this. We hope they apply that knowledge in a constructive way. If they choose to fall back on intimidation, we'll just have to deal with that.


Due to recent advances in DVD-R technology, the combination of Open Source DVD software and relatively inexpensive media has the potential to cripple the DVD industry.  Many articles written before 2000 do not view DVD copying as a large-scale problem, as the cost of a recordable DVD was higher than the commercial product; this is also before the price of a DVD burner is incurred.  However, it is now possible to buy recordable DVDs in bulk for less than a dollar apiece.
   Thus, for an investment of around $500, a user can copy 100 DVDs and add them to his or her library, whereas the same amount of money would buy roughly 25 DVDs on the commercial market.  This technology advance holds the potential to defeat the conventional model of DVD sales.

DIVX Redux


Another thorn in the side of the promoters of fair use and pay-per-use models is the MPEG-4 video encoding standard.  The standard’s compression algorithm is quite effective, as describe in the following report by telecomitalialab.com:

3.5.2 Compression Efficiency

For all bit rates addressed, the algorithms are very efficient. This includes the compact coding of textures with a quality adjustable between "acceptable" for very high compression ratios up to "near lossless".  

· Efficient compression of textures for texture mapping on 2-D and 3-D meshes. 

· Random access of video to allow functionalities such as pause, fast forward and fast reverse of stored video.


What this means is that the MPEG-4 standard allows for extremely high-quality encoding of video and mutli-channel audio with efficient compression; a movie can be downloaded over a standard DSL connection within a few hours and then burned to a single CD, then viewed an unlimited number of times.  This standard has become popular in peer-to-peer file trading, where it often takes the name DIVX.  Strictly speaking, DIVX is a hack of Microsoft’s original MPEG-4 codec that was released into the Open Source community.


The ramifications of this technology on the three business models discussed until this point in the paper are considerable.  In the realm of promotion of fair use and also developing a viable pay-per-use system for digital media, MPEG-4 provides the media industries with a very high-quality product.  While it would be infeasible to transmit a DVD’s worth of data over the Internet, the new algorithms that make MPEG-4 possible shrink the data enough that it is now possible to distribute high-quality audio and video online using a fraction of the space.  This bodes well for pay-per-use services such as Movielink.com, which will receive a more thorough discussion below.


Although a promising technology for pay-per-use services, MPEG-4 has become quite popular in file-sharing circles for DVD ripping.  Once a DVD is decoded, it is re-encoded using MPEG-4, and then distributed through peer-to-peer sharing.  Often times, bootleg versions of films are available soon after release to theaters and long before they would be commercially available on video.  Thus, while it would be advantageous to use the technology in a pay-per-use model, even the current structure of peer-to-peer networking undercuts such a model; this is another blow dealt to pay-per-use advocates by the peer-to-peer world.

Movielink

Not to be discouraged by the use of MPEG-4 in the peer-to-peer realm, Movielink.com was conceived in August of 2001, in which several major motion picture studios agreed to provide an online service to deliver movies on demand.  The site was launched in 2002 and now provides a fair selection of films priced from $3 to $5 per download.
  Once downloaded, if the movie is not started within 30 days, it will be deleted automatically.  The interface provides a timer for each film, letting the user know how long he or she has left to view the movie.  Once the movie is started at some point during the 30-day period, the user will have unlimited viewing capabilities for 24 hours, which includes any time during which the movie is stopped.  After the viewing period is over, the movie automatically deletes itself.
  Based on a strict price comparison, this model has almost no significant advantages over a traditional video store rental model, with the possible exception of no returns.  For a similar price, most video stores will rent a movie for a longer period, also allowing unlimited viewing during that time; additionally, no download time is incurred by the user.  


Despite the backing of many major motion picture companies, Movielink is fighting to establish itself in an industry where pay-per-use is not the dominant institution.  Intertainer.com, the previous leader of the movies-on-demand push, reached a peak of 147,000 users before eventually falling out of the market race and filing an antitrust suit against AOL Time Warner, Sony, Universal, and Movielink for promoting unfair business practices and using funding of Movielink to help lever the market in favor of the major studios.  This type of incident is another factor inhibiting the dominance of the pay-per-use model; the competition in an already-small industry is causing it to crumble in on itself, as opposed to the virtually unchecked growth of peer-to-peer technology.

Article III. Part III:  Outlook


What, then, does this all mean?  The commercial models seeking to promote fair use and to introduce pay-per-use systems are prostrate in the path of the rapidly growing peer-to-peer snowball.  In order for either of the commercial systems to flourish, it is necessary to have an effective digital rights management (DRM) system in place on the level of local machines, where machines will only play legitimately-acquired media files, and only protected files will be introduced into the content pool.


In light of the current state of technology, however, it will be some time before such technology is a reality, and it must always be taken into account that such technology will be under the constant scrutiny of hackers and those who wish to undermine the efforts of digital rights management advocates.  One popularly-cited example of the weakness of DRM is the case of Ed Felten, a professor of computer science at Princeton University.  A case was brought against Felten by several industry giants , including the RIAA, for attempting to give a paper revealing the weaknesses of a DRM system for digitally watermarking audio files at a conference.  The Felten team was participating in a contest organized by Secure Digital Music Initiative (SDMI), and they were able, within the time limit of the contest, to crack the Verance Watermark, which is already commercially available.  The team’s conclusions included the following:  

The main conclusion of our technical analysis was that SDMI’s technologies were relatively weak, and would quickly be defeated if they were deployed. This result is of considerable interest to musicians, songwriters, and the public, since they are among the parties who would end up suffering if expensive but insecure technologies were deployed.


While the team’s results are not necessarily indicative of the state of watermarking technology as a whole, the Felten case raises several points which must be considered when arguing the role of technology in promoting or undermining pay-per-use and fair use.  First, the hacker community will relentlessly test any protection scheme which is deployed, forcing the industry to always stay one step ahead of the community at large when protecting their content; second, the business community will always seek to protect its financial interests, despite evidence of the inefficacy of their methods, as in the Felten case; third, the business community must begin to respect Kerckhoff’s Principle if it seeks to truly protect its content.  Finally, and most importantly, for either fair use or pay-per-use models to flourish, some way to foil peer-to-peer trading must be developed, and with the vast array of P2P services available today, this is an incredibly daunting task to perform.  Without doing so, though, commerce will be steamrolled by peer-to-peer, as the technology available for promoting the former seems to perpetually lag behind the simplicity and ubiquity of the latter.

P2P: What is it’s danger to Fair Use?


The ideal of fair use and copyright law, as mentioned in the definition of the fair use model,  are heavily intertwined; in fact, the first depends quite heavily on the second.  The one who owns the copyright is the one who truly decides what can be done with his or her own work.  The standard criteria for deciding, as given by the definition of fair use we are using, generally is followed by most copyright owners.  In order to truly follow in the spirit of fair use, any use of digital media, software, or publications should follow these rules, and often this is guided through the use of licenses that come with the product.  However, as Fred Von Lohman’s White Paper on P2P file sharing says, “The nature of digital-file sharing technology inevitably implicates copy right law…every digital file is “fixed” for purposes of copyright law…whether on hard drive, CD or merely in RAM, the files being shared generally qualify as copyrighted works.”
 More specifically, because all these files are “fixed” as Lohman says, what sharing really is – the copying of a file from one destination computer to another, provides reproduction/distribution of that particular file. It is here where the trouble to the fair use model begins. When a use shares file illegally, or in other words, without the express consent of the copyright owner through a license or copyright notice, several types of infringement is often taking place. For one, the user is making a “direct infringement”; when a copy of one of Bob Marley’s songs is passed across the internet among those who haven’t already paid for it on some sort of media, a user is directly infringing open the song’s copyright holder’s rights.  Also often infringing is the P2P program creator or “vendor”
, for that vendor hold secondary blame for the infringement of the users in the form of “contributory and/or vicarious infringement”; contributory infringement suggesting that the vendor knowingly contributes to the infringement of the users, and vicarious infringement suggests that the vendor has the ability to supervise and police file sharing, or it has a financial interest in allowing the infringement to continue. 
 If the infringements were not widespread, they wouldn’t be so much of a problem. Kazaa, a media and software sharing program,  for example, however, can have upwards of 2 million users online at any given time, sharing an unlimited range of copyrighted files.  It’s apparent that P2P file sharing is highly detrimental to the idea of file sharing now, because as P2P becomes more popular, will people easily continually to obtain media and software in a realm that is very difficult to police due to the sheer number of infringers and methods of infringement. Those who create the copyrights also lose: once their rights have been infringed upon, they lack the ability to fully benefit from their own created works. 


A current example of the dangers P2P causes to fair use would be the claims that the RIAA is making about the damages to the music industry, namely caused by illegally shared mp3’s. According to the RIAA, the music industry loses “approximately $4.2 billion dollars per year to piracy worldwide, ”
 and that the problem of piracy especially over peer to peer networks seems to be a big one :


“The music business and its artists are the biggest victims, and ultimately consumers suffer also. Unauthorized Internet music archive sites (using multiple formats, such as .wav files, or MP3 files) provide illegal sound recordings online to anyone with a personal computer. Music can be downloaded and played indefinitely, without authorization of or compensation to the artists. Other music pirates use the Internet to peddle illegal CDs.  Because of the nature of the theft, the damage is difficult to calculate but not hard to envision. Millions of dollars are at stake.”

The RIAA’s claim is bolstered by the idea that when new artists try to stake their claim in the music industry, often they can be hurt by piracy. Even though it is possible for some new artists to get their start from their music being freely distributed, in the long run it is highly possible that the new artists’ music could be swept up in piracy and not enough revenue would be generated by the producers to keep the production for them going. 

P2P and Dangers in the Pay Per Use Realm:


The pay-per-use model does not suffer nearly as much as the fair use model, but it does suffer from the average peer-to peer file sharing model. In order to have people pay per use of whatever copyrighted material a vendor/distributor is making available, one has to have some sort of payment method, whether it be micro-payments, monthly or yearly payments, etc. All these forms of payment would be relatively low.  Because of the relatively small amount of these payments, the vendor/distributor is dependent on the returns of multiple customers in order to truly benefit from this kind of business model. When the pay per use model has to compete with vendors who provide the same product for no fee at all, not only do they suffer because they will lack return users of the media, but they will lack users in the first place. In this way, peer to peer file sharing establishes itself as both a thorn in the sides of fair use and pay per use. 

What is being done about P2P piracy? What can be done?


In terms of legal battles and legislation, a lot is being done to try to move P2P and its current implicit encouragement of digital media piracy. One example is that of Representative Howard L Berman of California,  and his anti-piracy proposal, HR 5211. In his proposal, he wishes to boost the defense of the copyright owner’s rights, while at the same time not actually have them be liable for any techniques those copyright owners use to avoid piracy, such as lawsuits, spoofing and file blocking.
  Currently, means of self defense for the copyright owners may be considered illegal, because some of the countermeasures that the owner might take might be deemed so by laws such as the federal Computer Fraud and Abuse Act.
  According to Berman himself, “while P2P technology is free to innovate new and more efficient methods of distribution that further exacerbate the piracy problem, copyright owners are not equally free to craft technological responses. This is not fair and I believe Congress should free copyright creators to develop and deploy technological tools to address P2P piracy.” The problem with such a solution, however, is it’s method of execution and it’s target. Berman’s bill basically calls for copyright vigilantism against those who try to download the illegal files. The problem is that although the Bill expresses the freedom to have such rights within reason, regulating just how far the owner could go without causing damage would be almost as difficult as stopping all users from pirating digital media and software. Also, the ones who would end up being attacked would be the consumers, who want the media in the easiest /and most painless way possible. It would be bad for the copyright owners to directly attack consumers because ultimately, it would possibly be a deterrent towards ultimately trying to gain the copyrighted media.


Enforcement of the DMCA (enacted in 1998) also is taking a major fore in the fight against P2P piracy. The DMCA, or Digital Millennium Copyright Act is a law that has several major portions, a few of which are: 

1. It prohibits circumvention of technological copyright protection/controlled access.
2. Limits liabilities of ISP’s.
3. Provides exemptions for diagnostic computer programs( they may need to copy files).
Enforcement of the second portion of the law above will be very helpful to pay-per-use, and potentially helpful, but not as helpful for fair use. What the prevention of circumvention means is that as powerful access controlling tools such as watermarking, controlled-access physical/digital media and other such methods are implemented, severe punishment will be laid upon those who try to get around those safeguards. Pay-per-use will require digital rights management technologies to work in order for it to be a viable model, and because this law deters the possibility of circumvention of DRM, pay per use could serve to benefit. Fair use, on the other hand, does not serve to benefit as much. Fair use is more a set of rights granted without technological limitations: because of this law, as more and more copyright protection is developed, fair use will probably become more and more limited. Instead of trusting the user to use media lawfully, lawful use will be more and more a necessary part of access. 


The Motion Picture Association of America, the Recording Industry Association of America, the National Music Publishers' Association and the Songwriters Guild have also been busy trying to make sure that they are doing all they can to crack down on P2P piracy. Last year, these agencies sent letters to universities nationwide and also to 1, 000 of top large businesses and firms saying that “allowing distribution of illegal media o
n the network is the same thing as promoting digital piracy.”  So far, the industry agencies have left it up to those universities and agencies to do a crack down internally on piracy, and in the mean time have put their focus towards the shutting down of major P2P vendors/networks.


Technology is also being used as a weapon against piracy, as was mentioned previously, with advances such as gold and silver discs and DeCSS encryption on the list of advances aimed to halt piracy entirely, if they can. However, those people who wish to see an end to P2P piracy would probably have to stop P2P totally. Microsoft, interested in the idea of whether DRM could do such a thing in the future, asked four researchers to do the job of finding out whether it was really possible for DRM and other technologies to do so. 
 The researchers ended detailing the idea that squashing P2P would be an extremely difficult enterprise: given that there are millions of current P2P users, bandwidth is becoming cheaper and cheaper, as are the ways to circumvent CD’s and DVD’s, file sharing methods have taken different paths since Napster, and the fact that CD’s DRM “had been thwarted by black marketers”
, finding another alternative of dealing with P2P would be best. In fact, the team suggested that in order to stop illegal free file sharing, they should come up with a competitive alternative. Fair use advocates would be hard pressed to defend their model this way, because piracy already makes it too easy to obtain music by the user’s own rules and desires instead of by purchase and licensing, and it would be hard to provide a better incentive than being free. Advocates of the pay per use model, however, seem to be taking a step in the right direction:  some of them are making efforts to use P2P as part of their distribution model. For example, Roxio, a CD burning software vendor, acquired the remains of Napster, is looking to do just that. In exchange for a small monthly fee, Roxio already has a service called PressPlay included in its programs that allows customers to store digital music in unencrypted or encrypted files and burn those files to CD. That process has been backed my many major music labels.


A start up company, Yaga, is taking a slightly different, but perhaps effective in the future, approach. Yaga asks the content providers provide media to perhaps centralized or uncentralized servers in order to make the media available for download. A $9.95 free would provide its members with freedom of downloading, and “content providers share a 30% royalty pool from the net subscription revenue, distributed based on the popularity of their respective files, less applicable bandwidth costs.”
 And, as pointed out by an article in RedHerring magazine, even Microsoft, who pushed the suit against Napster forward, is helping out some companies who wish to integrate P2P into their business models of pay per use. Sightsound.com, is looking to offer “pay-per-use feature films, shorts, and other content over the Internet using the Gnutella network as a marketing tool.”
  Microsoft would provide them with the tools for providing users with a payment method where users could enter their credit card on Sightsound, so that then the users could actually access the media.   Although not totally operational, the idea of P2P and pay per use sharing space has promise, because again since money will still end up going to copyright owners for compensation, this type of use of P2P is actually legal. 

Conclusion: Pay-Per-Use Model or Fair Use Model: Likelihood of success?


The combination of technology, legal success and business success all contribute to the future of the distribution of technology. In the future, as the Internet continues to rise as a dominant source of information, the question will turn from “Where do we get media from?” to “How do we obtain media?” CD’s and DVD’s and ownership, given their piracy, are no longer being trusted fully by businesses to do well on their own. Protection of the data on those physical mediums seems to be in the best interests of companies trying to receive revenue or earn a profit from those consumers who want to purchase media and software.  Because of widespread piracy on the internet mainly to P2P, companies have to be concerned about digital protection on electronic mediums as well.  Technologies moving forward seem to be pointing more to limiting access to data on those mediums, and those technologies are attempting to still provide the current mediums to users for ease of use, but with more protection. What does this mean for fair use and pay per use? In the case of fair use, technology makes using such a model look like an old-fashioned way of dealing with the distribution of data, and is actually pushing the model towards total eradication.  Advances like DVD audio are slowly replacing normal CD’s, and to record the analog output from a DVD audio just to have the digital file won’t have nearly the quality in the future to satisfy users, thus slowly eliminating the need for fair use restrictions on a CD. In terms of legal battles, fair use is also slowly losing ground as well, because in truth, fair use is part of what caused the privacy problem in the first place. Often, piracy can start from one person making fair use of the data he or she owns and making legal copies, but then distributing those copies to someone else is what turns the legal action of making use of fair use to enjoy and own data to the illegal use of distributing files in Internet piracy. Thus, in the end, fair use is what really allows the opening for trouble, and is part of the root of why so many lawsuits exist today due to Internet piracy. Pay per use as a model seems to be on a different track. Currently, not nearly as much pay per use media as fair use media exists, but pay per use is standing on the cusp of success. What P2P is showing is that people generally don’t always want to pay to own something, it would be easier if they could swap freely so as to get the number of uses from the media that they want. Pay per use digital media, thus, is taking the same road that rental movies from places like Blockbuster have taken in the past: they are trying to make it worth it to the customer to pay each time they need access to certain data or pay a certain small amount (smaller than for full ownership) to have unlimited access. Using access instead of ownership is more beneficial to the companies who distribute the media, where as the user doesn’t benefit as much, but in the end, will probably be willing to pay in the future if the ability to have easy access to media continues. 


The idea then of P2P being a dominant player in the models of distribution doesn’t sound like a foreign idea, but P2P still serves as a major roadblock. On it’s own, pay per use in the past has sometimes failed, and has yet to be entirely proven to be a successful business model. With free P2P file sharing and rampant internet piracy still prevalent, pay per use still has quite a job ahead of it, for it has to gather a larger backing than those who support fair use and P2P. In the future, it is truly uncertain which model will dominate.  Considering how fair use is slowly disappearing though, and P2P can be possibly used by the pay per use model to distribute media and data, pay per use is probably going to be the model that wins the model tussle in the future’s digital realm. \
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