Palladium brittleness

Schneier asserts in the Atlantic Monthly article that: 

"All security systems eventually miscarry. But when this happens to the 
good ones, they stretch and sag before breaking, each component failure 
leaving the whole as unaffected as possible." 

Is Palladium a "good" system by this metric ? Explain what leads you to this conclusion.


My Response:

Palladium, like any other system, is not an absolutely fail safe system. I think it actually will follow with the quote: It would stretch and sag, before it broke, and it would be a very big deal: the whole idea of palladium is that it is an extension of Windows operating systems that is also very heavily based on hardware implementation. To have to do something to both hardware and software to manipulate Palladium, then to ALSO have to get the machine to recognize all the changes as safe and trusted ones, that’s quite a task. If the hardware somehow fails, the software most likely (if this is implemented as well as Msoft claims it will be) fail as well, and vice versa. Surely not fail safe, but at least it only fails in parts. 
