Watermark challenge A scheme is discussed in Section 3.1. The 
discussion is lengthy and often technical, but if you read 
judiciously you can skim/skip material that's too technical 
for the purposes of this course (e.g., the FFT discussion). 

Discuss briefly the role of the following concepts in breaking 
watermark scheme A. 
In your discussion, summarize the roles as you understand them from 
the paper and elaborate on them so that the roles are understandable to 
someone who hasn't taken 182s, but who is interested in this material. 

o Patents  and verance.com 

o The 8-16Hz band is an unusual place to hide robust data 

o Kerckhoff's criterion: one must not rely upon the obscurity of   
an algorithm [in security analysis] 

My Response:


When the Verance patent was found finally, and broken down, it was really then that the Watermark was doomed. Fourier Transforms seemed to be the crux of the algorithm they were trying to break, and there are certainly enough people who understand them(Fourier Transforms and Fourier Math is taught in schools all across the country!) that it really didn’t take much, especially for the research team who was focused upon it, to break it.  It was silly to depend on the obscurity of the algorithm…it was patented, which meant it was already fully documented! All someone needed to do was use the patent as the starting point to go ahead and reverse engineer and crack the algorithm, and its “secret key.” I am not so sure about the frequency band’s full importance, except that hiding it there was so unusual and complex that it may have helped the algorithm had the whole algorithm itself not been so public.

