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To be or not to be: A Net That’s Regulation Free
(this essay answers question number one)


In his book Code, Lawrence Lessig brings up the idea that regulation of the 

Internet is not just an idea in itself, but rather a storm brewing on our horizon threatening to strike. In the 8th chapter of his book, Lessig specifically remarks” “Everything that I have said about the regulability of behavior in cyberspace …crucially depends on whether the application space of cyberspace is dominated by open code…to the extent that it is, the government’s power is decreased…” 
 Hence, Lessig is suggesting that open code makes the internet less regulatable. However, if one were to take this comment to the extreme and say “If the internet were comprised of entirely open code, it would be entirely unregulatable”, his/her philosophy on internet regulability would be exposed several faults. Exploring why such a claim is faulty merely asks that one casts doubt in the fact that only open code can dominate all facets of internet regulability. Through viewing the nature of regulability itself, mainly how it works and why it works, it should become evident why a total lack of regulation of the internet is impossible. 

The 5th chapter of Lessig’s book begins with an exact description of what Lessig is getting at when he discusses regulation.  After agreeing with the idea that given the architecture of the internet as it is, it is difficult to regulate the behavior of the internet, he states that is not difficult for the government to change the internet’s architecture.
 Standing upon the importance of the internet’s architecture, it is easier to see how regulation is done, and why the idea of open code cannot fully dominate it.  As Lessig states in the chapter, regulation can be performed in several ways: it can be achieved by putting a large focus on the punishment for which a violation on the internet receives,  it can increase incentive, (through methods such as tax or tax relief) to use methods that are regulated, or it can change the conduits for using the internet itself. These methods don’t necessarily have to deal with the “application space” of code on the internet; they are part of the architecture, meaning that regulation of the internet can begin at changing how people use it. Punishment is a regulating deterrent against internet crime, incentives cause people to choose regulation vs. not having incentive-given advantages, and even connection to the internet could be manipulated. Lessig uses the example of telephone companies on pg 44 of his book: he describes how, when telephone companies were moving to accept a digital system of phones that included methods which could make monitoring/regulation/law enforcement difficult, the government mandated that a network tappable by them be used. What is to stop the government from putting  a similar limit on ISP’s, the providers of internet services, especially if the government can make it so it is in the ISP’s best interests? Perhaps the only line of defense towards governmental control on the architectural side of the internet is that within application space, a totally open source internet would allow users to pick and choose or edit the pieces of regulating applications that the government may try to use to regulate users…but if the government places regulating programs on your connection, then what?  Without even touching user-changeable code per-se, some regulations can already be achieved. 


Why regulation works is another part of the story: regulation works when it has a target, more specifically, target identities.. What having a target for regulation really does is it individualizes users more, separating one user from another and making each user more identifiable.  With identity more visible to the government, it has more power to regulate over each user, to prosecute, enforce, monitor, etc.  I believe that what Lessig is getting at when he says that open source makes regulation more difficult is that at one point, when there is no open source, the targerters are those who can be used to provide the regulating code( which may pass a lot of identity information)  which is unchangeable, and the targets themselves are the users of the code who cannot change and must accept it. When they accept it, it means that even if encryption for the users daily tasks and such are used, the government will have a back door to watch what is going on and still enforce regulation. However, when everything is open source, the user has more of an ability become the targeter and target at the same time, thus making it easier to dodge full identification and individualization by the government.  Use of Microsoft’s Palladium, as we discussed in class, is an example of such an idea. Palladium would mandate the use of identifying certificates for any programs that entered your system, and would use identifying certificates and other methods to authenticate you to the internet in a myriad of ways. Of course, those may claim that this “open source” idea mandates privacy, user protection, and facilitates ease of use. However, it is still easy for Microsoft itself to have a hand in all transactions or use that involves the Palladium system. When increased to a larger scale and Microsoft is replaced with the regulating government, what is to stop Microsoft or the government from changing, regulating the way internet users do their business? The main key to regulations is to gather identity info, and there is already plenty of cheaper and cheaper technology being created that harvests it…eventually the incentive to have such technology would be too great to ignore on the side of the user. Cryptography, though it is supposed to be a boon to the user, can still in some ways be controlled by the government. By imposing the idea of a “back door” on encryption in the name of security and law enforcement, regulation can be reached at the same time as privacy for the user, and by the fact that there will still be plenty of incentive for the user to use such encryption, regulation can still be achieved. Even open source encryption most likely in the future would have to have the “back door” upon it. Thus, the way regulation works also thwarts total open source domination of the internet: even with open source code, hardware, technology, and even code itself can be subject to regulation still. 


In the end, one the of the very first assertions that Lessig makes in his book Code seems to hold true in it a unique way: “Code is law.”
 Users of open source code are tied to such an idea in that they are trying to make this law their own, editing it and changing it in ways they see fit. However, the government and other bodies that regulate have code that allows them some control pervading most if not all code that exists in the internet, even if it is not the physical embodiment of the code itself, it is code describing how physical computer code is to be used. (a.k.a. law!). It is impossible to correctly think that making all internet code open source thwarts regulability; the possibility of regulability stretches way beyond that. 
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