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Midterm 2

Answering Question #2. 

Microsoft: Might Eat our Privacy for Breakfast


Recent years in have found Microsoft in a great deal of controversy. Chased by litigation, Microsoft has been criticized about it’s illegally maintained monopoly, especially pertaining to it’s operating system and browser. Microsoft is still trying to be a part of technology’s “forward progress” ; one of their claimed ways of doing so is their involvement with the P3P privacy system to be implemented on Internet browsers.  However, there are several principal issues and concerns in Microsoft's involvement in developing privacy standards at the global level. High on the list of questions to ask when considering Microsoft’s heavy involvement are:

1. Does P3P+Microsoft really eliminate privacy risks while avoiding progress towards non-user control of browsing?

2. Should privacy really be controlled by several large companies, especially Microsoft, given the danger of possible abuse with privacy data, and possible control of another industry sector?

3. Will the interests of Microsoft (seemingly control and profit) get in the way of the quality of such a product, especially when on a global scale?
These issues, among several other lesser issues, require examining in order to discuss the issues regarding Microsoft’s involvement with user privacy. 


Currently, the P3P Standard is not a widely accepted one. According to,  the Dec 3rd issue of USA Today, “Companies aren't rushing to adopt Microsoft's version of a new Internet standard designed to bolster consumer confidence in e-commerce. That's because implementing it won't be easy or cheap.” Furthermore, "There is a large group of companies that want to see this fail," says CEO of Privacy Council, a privacy consulting firm, in the same article. This leaves the consumer, a.k.a the average user, in the middle; partially because Microsoft is using it’s industry pull to push the P3P privacy standard on the Internet,  and partially because of it’s tough feasibility to implement, skeptical companies might/are experiencing problems in bringing data to their customers or viewers just because of privacy policy implementations.  Already in Microsoft’s Internet Exporer 6.0, P3P implementation causes the blockage of some cookies of sites that don’t use the suggested type of P3P Microsoft wants to implement by default. According to the same USA Today article, companies that considered the use of P3P “failed to agree on how to make P3P work”.
 That means that Microsoft’s IE6 “blocks cookies originating from Web sites that do not use compact P3P, including 79 of the top 100 sites and tens of thousands of small ones.”
  Microsoft’s P3P implementation has caused, so far, some website “shopping carts” to break, by inadvertently emptying them based on cookie rejection, or some entire websites, such as some owned by Procter and Gamble, to be rendered unusable. 
Thus, without receiving consensus from truly the industry as a whole, Microsoft may be controlling user browsing unfairly to an extent just because it wants websites to jump on its privacy software bandwagon.  Also, because so many sites are having cookies blocked simply because of their-non P3P participation, the “privacy risks” Microsoft is supposedly protecting users from may not actually be real in all cases.

Control of such an important issue, especially one on a global scale, probably should not be mostly in Microsoft’s hands.  In order for P3P to work, the collection of website data for P3P policies and user data for P3P policies is necessary. That means that in a great deal of cases, Microsoft, recently sued for antitrust laws, is collecting valuable user information during web transactions. Because so few companies are cooperating besides Microsoft in this endeavor( namely AOL, Sun and a few others)
, that again means that the propensity of control of yet another sector of technology could lie in the hands of current monopolistic firm, and has great liability for abuse.  Microsoft can, as it sees fit, help to change the P3P protocol to be more and more limiting so that perhaps eventually, Microsoft will have a great deal of control or ability to monitor the transactions between users and several websites. Considering the way they are currently and planning in the future to deal with Digital Rights Management with software such as Palladium or Windows Media Player( because it will limit users’ digital rights), giving such power to Microsoft may not be in user’s best interests.  

Already, “The Great Cyberwall of China” is a great example of what happens when U.S based companies get involved with web-browsing on a global scale. Currently, American companies are aiding China to create a firewall that blocks out certain sites based on Chinese government requests, simply because aiding China in doing so is within each company’s best business interests.  In return for such aid, China can allow companies to corner large portions of technological markets within the country. Turning back to Microsoft, implementing privacy issues on a global scale may allow them to do the same thing as other American companies all across the world.  Being a principal player, Microsoft can use the P3P standard to get its foot in the door of many countries technological industries, in the name of profit. Considering the number of bugs in Microsoft products, (i.e thousands in Microsoft Windows products alone), acceptance on a global scale could be dangerous if bugs are exploited or cause deep problems with web transactions, and it’s likely Microsoft won’t show as much fervor dealing with that responsibility as trying to get wide acceptance of P3P.  It also may be possible for Microsoft to compromise with smaller players or countries to alter P3P to be more useful for them. All in all, many cases have thing possibly ending up bad for the user, who originally was to be protected by this system.
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