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Answering question #4.
Palladium and TCPA: Death-knell of Open Source Software?

Open-source programming would be considered by most a boon to the world of computer-users, given its advantages. Anyone can write, use and distribute an open source program, and by following terms given by open source licenses, can modify the code for themselves or for others as well.  Now, imagine that you are an open source programmer, and you have just used your favorite programming editor to write an open source program that you wish to release to the Internet. However, just as you try to do so, your computer tells you aren’t allowed to. Mired in frustration, you sit and wonder what to do; an open source program isn’t open source program unless it is open to others! How could such a thing happen?

The introduction of Microsoft’s hardware/software based operating system, Palladium, could easily make such an event happen.  With TCPA (or the “Trusted Computing Platform Alliance” hardware by Intel) and Palladium as an operating system, Microsoft can achieve “a computing platform on which you can't tamper with the applications, and where these applications can communicate securely with the vendor.”
 In simplest terms, Microsoft could make your computer think that your very own application that you made is not “trusted” to work on other, or possibly even your own computer(s). This probably will happen because you are not allowed to see or tamper with permissions, as they are set using hardware and software in combination, and Microsoft has not been fully clear on how programs would be fully authenticated. According the TCPA/Palladium FAQ, there are many possibilities. For instance, it says, “Word could encrypt all your documents using keys that only Microsoft products have access to; this would mean that you could only read them using Microsoft products, not with any competing word processor”. Full implications of the acceptance of Palladium against open source software are even greater; open source could dissolve due to it being expensive and cumbersome.  This would be to Microsoft’s, Palladium’s owner, benefit because, as stated quite clearly in the Halloween documents, Open Source has been a thorn in Microsoft’s side for some time. However, by exploring how Palladium/TCPA would undermine open source, why it would do so as well, and finally, who stands to benefit, once could really see whether or not the death of open source by the hands of Microsoft and Intel in the future could be imminent. 
The widespread implementation of Palladium would be higly detrimental to the proliferation and spirit of open source software. Of course, the Palladium being described, is as Microsoft defines it, “an evolutionary set of features for the Microsoft® Windows® operating system. When combined with a new breed of hardware and applications, these features will give individuals and groups of users greater data security, personal privacy, and system integrity.”
 According to Bruce Perens, by its very nature, open source software should give any user “The right to make copies of the program, and distribute those copies, the right to have access to the software's source code, and the right to make improvements to the program.” 
With Palladium, all these rights of open source programming stand to be either violated or altered.   Richard Stallman provides in his article an example of Microsoft Word limiting future editing possibilities of a document after it’s creation.  If, for example, the TCPA protocol were to allow your favorite code editor or text processor to save your code so that no competing editors could use it, that would perhaps defeat the right to make copies and distribute the program in some cases, maybe even the right to access the source code. What’s more, Stallman also provides an example of how Microsoft could censor work: “If Microsoft, or the U.S. government, does not like what you said in a document you wrote, they could post new instructions telling all computers to refuse to let anyone read that document.”
  Microsoft or other companies could take such action because, even though Microsoft claims Palladium is not itself the limiting system, but merely the foundation for DRM applications and such, inherent in the Palladium software are means for implementation of what programs can and cannot operate on the system, by means of each program using digitally signed certificate authentication. If a program by a major company were set as trusted and would be able to blacklist other programs, or move towards it, it could be very hard to change that system. Blacklisting programs could seriously hurt the distribution of free and open source programs , because in truth, the ability to stop programs from working would eventually exist in Microsoft’s hands considering they would be the main Palladium authority, and a the smell of a competitor could give them “reason” to limit operation under guise of “security issues.” 
Even the GPL, one of the most popular free open source licenses, is at risk for not working properly, and letting programs get “stolen” by proprietary companies. For instance, “to get a certificate from  the TCPA consortium, the sponsor will then have to submit the pruned code to an evaluation lab, together with a mass of documentation showing why various known attacks on the code don't work….”
 This process most likely would cost, because some resources would have to go into evaluation, and it would involve paying to get a certificate, thus nullifying the idea of a “free license.” What’s more, if you modify the source code for the program, you have to get a certificate again, as the current certificate would be invalidated by modifications. Even though the modified program would still be covered by the GPL, in paying for the certification, the program could essentially be stolen by proprietary money seekers merely by adding new features. Microsoft claims they will bring in third party companies for authenticating certificates, but who checks the validity of these companies? It’s not fully clear how authenticating certificates necessarily means that the program on your computer is safe to use and should be trusted. With so many possible dicouraging possibilities for open source, many will be discoraged from using their spare time to create open source programs for others. Almost every part of the process of open source spread could be limited in some way: downloading, editing, distribution, and even other manipulative programs: this is not good for its future.

A closer look at why Palladium and TCPA will limit open source also warrants discussion in order to make clear how open source programming could eventually disappear. Microsoft claims Palladium will hold the tag of being at least partially “open source”, free for the editing by the common user. However, is Palladium truly open source? The correct answer is truly, no. As Russell Pavlichek, author of an article titled “The Open Source”, says, some Palladium source code availability “does not mean that either the code or the technology will be usable by open source. The adoption of a restrictive license or royalty system -- either would make implementation incompatible with most open-source licenses -- would prevent open source from employing the technology.”
 If Palladium itself is not truly open source, compatibility of future open source programs would continue to be more and more of an issue, as the regulating instructions for Palladium on your system could continue to be updated by Microsoft,  even perhaps without user knowledge.  “And” Pavlichek adds, “ that could give Microsoft the right to disable any open-source software on your machine due to a supposed "lack of security" -- even if no Microsoft OS resides on the box.” Security is what Microsoft seems to claim provides part of the need for a system like Palladium.  However, as one can see, “security” could become a subjective standard. One might expect, for example, virus protection to be included in security on the system, but apparently, “A presentation by Microsoft Research in October 2002 stated that one of the specifications of Palladium is that existing operating systems and applications will continue to run; therefore, viruses will continue to be able to do all the things that they can do today.”
 In other words, loopholes in past programs that are continually used, since those programs would be authenticated by the Palladium system, would continue to be loopholes. Microsoft has numerous times in the past shown its products to be susceptible to numerous types of virii and attacks, yet progress against such problems seems minimal if the same software is allowed for use again. Could it be, perhaps, that the security which Microsoft truly speaks of is security on the market for profits against open source programs? Yes. Eventually, without as many useable open source programs on user systems, there would be pressure to use Palladium created files and documents, (perhaps only readable by Palladium certified programs) to become the standard. Then, where would the alternative lay?
The question “Cui Bono” –“who benefits”, raises a number of important issues regarding open source software’s future. As mentioned previously, Palladium will require digitally signed certificates in order for programs and other files to function correctly on your PC system. It is unclear, however, who is to do the digital signing. According to Peter Biddle, a Microsoft Product Manager, “Microsoft says that it will have no say in that process. There will be multiple code-signing authorities… Microsoft would make no claim about the safety of that code, Biddle says, and the code signers would not be compelled to do so either.”
  Biddle’s comments not only still leave unclear the owner of the responsibility for digitally signing files, but also leaves questions on security once again. Proprietary companies could then have programs digitally signed that prevent open source from running on the system. Also, the final say on signing authority would ostensibly reside with Microsoft, possibly giving Microsoft major room for abuse of their own authority. (a.k.a preferential treatment, special licensing requirements,  changing of signature rules, etc.) Since modified code would have to be resigned again and again, it is clear the user is not being empowered here. Instead, it is proprietary companies seeking gain that also lies within the interests of Microsoft profiting from a widely accepted Microsoft standard. Under the guise of protection, the government, other proprietary companies, and Microsoft could all gain from “Digital Rights Management” that not only prevents media and other files from executing on your computer and maybe even other computers, but also prevents the idea of source code proliferation by putting the authority of the user very last in the line of authority.  One could turn Palladium off in order to regain seemingly compromised rights, but, as Bruce Perens says, "If you turn it off, then you are an island…you can't communicate with others. Everyone will be using this DRM, and you can't view Web pages."
  Perens could be predicting an extreme, but, if Palladium is accepted as a standard, the pressure to use Palladuim-editable-only documents will certainly be there.  Web pages created with DRM content and requiring return authentication form the computer it is running on, for instance, could be a problematic issue for non Palladium enabled computers.  Thus, perhaps the music industry benefits, because now music couldn’t be illegally distributed, or proprietary companies( even such as Microsoft itself) could use DRM technology to limit the user and thus benefit, and even the government could benefit by using Palladium to enforce laws such as copyright laws. However, the user, and the open source programmer are left to wonder where their place in the Palladium movement would be: their benefits seems either minimal or unclear. The problems that users could potentially face are very real, because Microsoft will be pushing people towards making Palladium an industry standard, meaning that things would most likely be difficult for one if it were turned off. 
Concisely, the control that Microsoft would gain seems no longer like a boon to the average user in terms of security,  ease of use, and advance in technology. Rather, Palladium seems like a money-maker for Microsoft and other proprietary companies, and perhaps even a weapon against open source software, a long time issue for Microsoft.  With a large portion of the control over what programs operate via software and hardware, Palladium would be difficult to fully disable.   Open source would suffer due to difficulties in creation, modification, and distribution, and thus, perhaps the death of open source would come as a result of the acceptance of Palladium in the general computing community. 
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