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“We as a Nation have a timely opportunity and an urgent need to build a 21st-century health support system--a comprehensive, knowledge-based system capable of providing information to all who need it to make sound decisions about health”(Lumpkin, 2001). So begins the ambitious report by the Dept. of Health and Human Services advocating a comprehensive National Health Information Infrastructure (NHII). This initiative has spearheaded a movement of unprecedented nature. The need for major changes in health care information technology in the United States is now on agendas of federal agencies on down to individual hospitals and health providers. Assuring a robust health IT infrastructure for America could have a substantial impact on reducing medical errors and medication errors, redundant laboratory tests, as well as assisting clinicians deal with the sheer volume of clinical best practice knowledge necessary to make the best possible treatment decisions (PITAC, 2004).
 
 Health care providers are slowly but surely acknowledging the utility of electronic medical records (EMRs). What is most enticing is that EMRs can share information on any patient in any health care setting (Sprague, 2004). However, who has control over that record has become a source of debate. Some advocate that patients adopt a proactive stance towards collecting and organizing their own medical information (Kim & Johnson, 2002). They propose an electronic record completely controlled by and open to the patient. But is that a prudent option? How much interest and ability do patients have in reading and contributing to their medical record? Will unlimited patient access to medical records compromise the integrity of an otherwise powerful document? Will it really improve a patient’s sense of empowerment over his or her health care as advocated by some (Ross & Lin, 2003)? These issues will be addressed in this paper as well as a potential solution. 

Electronic Medical Records


 Electronic medical records are here to stay. Changes in health system economics, increasing computer literacy in the general population, and, more importantly, changes in government policies and increased support for clinical computing suggest that the “wave may break” within this next decade and a national EMR system will be a reality (Berner, Detmer, & Simborg, 2004, 2005). Ash and Bates (2005), describe the ideal health care system thus: 

“We should strive to have a national system of EHRs that can share information on any patient in any health care setting. From the point of view of the patient, he or she should be able to enter any health care setting and see a clinician who has comprehensive access to information about that patient. From the health care provider's perspective, this access should be fast, the information should be easy to find, and the process should help rather than hinder the workflow. Health care will be safer for the patient and more satisfying for the clinician, who would now be able to provide far better care and feel more secure in his or her decision making.”

However exciting this may be for those in the health care field, significant barriers have existed in achieving this goal. 


Historical Concerns. The health care system has lagged behind other industries in adopting IT by at least 5-7 years, perhaps by as much as 10-15 years (Levin Group, 2005). There are a few reasons for this inertia. Until recently, technology has been slow, cumbersome, and expensive. Healthcare clinicians have not been known for their patience with technology. They want and need access to information quickly and efficiently.  Until recently, there has been no leadership by the federal government in this area and hence little financial resources offered to those brave individuals willing to adopt EMRs into their practice or institution.


However, technology has improved markedly since the 1980’s, and there is now more investment in health care communications technology then ever before (Cooper, 2005).  Another key difference in today's health care environment is the computer skills of the new crop of health professionals who are entering the work force (Berner, Detmer, & Simborg, 2004). They recognize sophisticated technology when they see it and they are demanding it in their work environment.

Political Concerns.  The National Committee on Vital and Health Statistics (NCVHS) was named in 2001 to advise the Secretary of Health and Human Services on those dimensions that related to confidentiality and security, identifiers, and standards for computer-based patient records. Because there was no national effort to advocate for a national health information infrastructure (NHII) capable of assuring an interoperable system of HIT networks and clinical support, NCVHS organized the NHII working group. (Berner, Detmer, & Simborg, 2004). In May 2004, NHII was given new visibility through the appointment of David Brailer, MD, PhD, as National Health Information Technology Coordinator. Brailer's plans include more extensive funding of information technology with a vision of all Americans having electronic health records within ten years (iHealthBeat, 2005). This has had a big impact on alleviating political concerns regarding EMRs. The government is now strongly advocating adoption of a nationwide EMR and there are continual array of news reports offering financial and other incentives for health care professionals and organizations to get on board (AMIA, 2004).

Ethical Concerns. Ethical concerns are usually interpreted in the light of privacy and security of computerized medical records. A recent survey by the Health Privacy Project (2005) showed that 70 percent of Americans are concerned that personal health information could be disclosed as a result of weak data security and 69 percent are concerned that an EMR system could lead to more sharing of health information without patients' knowledge. Furthermore, 65 percent of Americans are concerned that some people will not disclose important health information because of concerns about computerized records. This concern would undermine the accuracy of health records significantly.


Some would argue that privacy can only be obtained if records are controlled by patients (Mandl, Szolovits, & Kohane, 2001). However, the Health Insurance Portability and Accountability Act (HIPAA) enacted in 1996 and amended many times since then provides a "federal floor" of privacy protection for health information in the United States. Under the Privacy Rule, protected health information (PHI) is defined very broadly and includes individually identifiable health information related to a past, present or future physical or mental health or condition, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual (Electronic Privacy Information Center, 2004). This broad definition of PHI has markedly improved the safety and security of health information with severe consequences for lapses (Electronic Privacy Information Center, 2004).

 Patients attitudes regarding EMRs and their security have been described more often than not as fearful, but attitudes are also gradually changing with respect to computers. Greater acceptance of computerized media has been documented in the last few years, possibly as a result of wider exposure to technology developments in other aspects of patient’s lives (Bomba & Silva, 2001). It is believed that these ethical concerns can be overcome with time. 

Fundamentally it is becoming an issue of data ownership, which unfortunately HIPPA does not fully address. Clarification of both the rights of providers and of patients in regards to the collection of health data and its use, often for multiple purposes such as research or marketing, would be very useful (Middleton, 2005).

Legal Concerns. The Anti-kickback Statute has been a barrier to implementing EMRs as it has prohibited reimbursement to physicians in exchange for referrals (Shay, 2005). Thus, when a hospital wants to make its EMR available to its medical staff and offers them equipment and software to support, it could be construed as a conflict of interest if the doctor wants to refer patients to that same hospital in exchange for the EMR technology and systems. Recently, with the Medicare Prescription Drug Act, some safe-harbors have been written in to that statue to alleviate those concerns (Shay, 2005).


Another barrier has been the physician self-referral laws, or Stark laws, which prohibits referrals to entities with which the referring physician has a financial relationship. This has also made it difficult for physicians to sign on to EMRs provided by their local hospital. However, The Stark II revision or Medicare Modernization Act issued in March of 2004 has allowed an exception for community-wide health information systems (Reiboldt, 2005). Slowly these legal barriers are dissolving as the federal government continues to push for a national health infrastructure.

Organizational/Cultural Concerns. These include but are not limited to the monumental practice disruption that can occur with implementation of new delivery systems, technology trepidation on the part of the health care provider, and support on the part of the organization hierarchy and its co-operation with health care providers (Ash & Bates, 2004).  The organizational culture must be ready to support adoption by the individuals within it and both parties must work together with sensitivity and patience.  

Embracing new technology means changing time-honored ways of practicing medicine. While newer physicians practicing medicine have experience with EMRs in medical school, others in a hospital rotation, many providers were trained by methods that did not include computers at all. Putting the EMR into daily practice may be difficult for the latter. If the impetus for change comes from the clinical staff (“champions”), other clinicians may be more apt to adopt sooner, and readiness will be at a higher level. (Sprague, 2004).

Financial Concerns. For inpatient settings, the decision to purchase and implement an EMR is a large and risky one. It may be the single biggest capital investment the hospital will make over a five-year period at a time when many hospitals are losing money (Ash & Bates, 2004). Added to that is the concern that, as with all technology, it could soon be out of date. Smaller private practices can incur additional costs (in the form of decreased revenue) from seeing fewer patients during the EMR transition period. 

However, implementing an electronic medical record system does yield a positive return on investment to health care organizations, both large and small. The primary areas of benefit are reduced drug expenditures, improved utilization of radiology tests, improved charge capture, and decreased billing errors (Wang et al., 2003). Benefits increase as more features are used and as the time horizon is lengthened. The magnitude and timing of this financial return varies, but is almost always positive in the long run (Wang et al, 2003) Financial benefits after implementation can vary greatly, from none in practices that made few work practice changes to some saving more than $20,000 per physician per year in the practices that eliminated most paper processes (Miller & Sim, 2004). 

The above discussion summarizes what is traditionally seen as barriers to achieving the goal of a national electronic medical record. Thanks to the active participation by the federal government, the push for trained medical personnel trained in informatics, patient safety concerns, and others, these barriers are fast becoming obsolete (Egan, 2005).
Health Literacy and the Impact on EMRs

The concept of a life-long electronic personal health record, controlled by the individual citizen, as opposed to a medical record held by a hospital or family doctor, is central to US plans to build a national health information network (eHealth Insider, 2005). However, this goal brings up a wealth of concerns by health care providers regarding the use of EMRs controlled by patients rather than physicians. It is obvious from even a cursory review of a medical record as it stands today that it is a very technical document. It uses language, formats and syntax that do not have a corollary in the general population. Thus, the ability to understand and act on health information (health literacy) has become a pressing issue not seen in the past. The explosion of health care resources on the internet has also fueled those concerns (McCray, 2005).

The National Adult Literacy Survey (NALS) assessed literacy in the United Sates in 1992. About 21% to 23%, representing 40 to 44 million adults, performed at the lowest level, and another 25% to 28%, representing about 50 million adults, fell into the second level. At the lowest level, tasks involved include reading a text and locating information in it as well as performing simple arithmetic operations. At the second level, tasks involved include reading a text and then locating and contrasting several pieces of information (McCray, 2005). In other words, almost half the population could perform only very simple literary skills. Some would argue that this study was over 10 years old and that the “internet age” surely would improve these statistics. However, that does not seem to be the case (Baker, Wagner, Singer, Bundorf, 2003).


Nutbeam (2000) argues that health literacy, separate from basic literacy, involves fairly complex literacy skills that are needed to function effectively in the health care setting. He distinguishes between what he calls the "narrow" definition of health literacy, namely, basic reading and writing skills to function effectively in everyday situations and two other types of health literacy.

 “Interactive literacy involves the more advanced cognitive and social skills that allow an 
individual to extract and derive meaning and to apply new information to changing 

circumstances, and critical literacy involves the advanced cognitive skills to critically 
analyze information and use this information to exert greater control over life's situations” 
(McCray, 2004). 
Anyone who has ever helped a patient fill out insurance forms, or taken a patient history understands how complex these tasks can be for the general population.


More important even than the specialized terminology used in medical records is the fact that many implicit assumptions underlie the concepts being discussed in that record. A text, for example, that discusses the risks and benefits of undergoing a certain medical procedure assumes many things, including that the reader has a basic understanding of the concept of risk. This kind of discussion that is necessary between health colleagues within a medical record has a huge potential for misunderstanding on the part of the patient (McCray, 2005). Better methods for teaching patients comprehensibility of health texts are clearly needed.

Concurrent Patient/Provider Use of EMRs

It is critical to understand the difficulties when one champions for open electronic health care records accessed equally by providers and patients. We all want patients to be empowered (defined as autonomy or self-efficacy) and proactive in regards to their health (Beun, 2003). The argument is that patients having greater control over their record will give them greater control over their health care. But will patient’s unlimited access and control of their medical records truly accomplish that goal?


There is evidence to suggest that even though patients say they want unrestrained access to medical records, and want to contribute to their health records, the fact is that a majority do not end up actually carrying out the activity. Denton (2001) conducted a unique study offering 1,000 patients the use of an EMR, 330 (33%) patients accepted and received a record populated with all their health information from that clinic. 136 patients responded to the mail survey after having their program for ten months. Of the respondents, 50 patients (37% of the survey’s respondents and 5% of the initial 1,000 offered) continued to use the record and 52 (5%) replied they did not. The main reason for not using the record was “I plan to use it but just haven’t gotten around to it”. This is a discouragingly small number of people who responded to the offer to actively participate in their health care. As important as the medical record is to a provider, this inertia on the part of the patient would quickly become frustrating and dangerous.


Others researchers have had similar reposes. Simply providing patient with access to their medical records by a group of patients with chronic illness was found to provide little utility on the part of the patient (Winkleman, Leonard, Rossos, 2005). Quicker, more efficient access to their health care provider by email or other means proved to be a higher priority to these patients.

There are other concerns regarding patient access to their complete medical record. As mentioned, patients often do not have an understanding of medical terminology. Clinicians have voiced concerns about problems that could arise if patients have access to clinical notes. There often must be a frank discussion in the chart about patient problems. The language and content of their notes could upset patients if they were able to read them unassisted (Hassol, Walker, Kidder, Rokita, Young, et al, 2004). This would be true even for those with a fairly sophisticated health literacy level. Furthermore, patients living with long-term chronic disease may have difficulty understanding and relating their disease management experience to the standardized lexicons prescribed by the government (Winkleman & Leonard, 2004). 

Research does suggest that patients who review their medical records with their provider (as opposed to reading on their own) generally have a positive experience (Ross & Lin, 2003). Psychiatric patients, in contrast, are more likely to find the experience worrisome or upsetting. It may be reasonable, therefore, to limit patient access to psychiatric records or for a mental health professional to be available when patients review psychiatric notes. Because even general medical records may contain potentially worrisome psychological content, these findings support the practice of allowing doctors to exclude certain content from routine patient review (Ross & Lin, 2003).

At the physician level, concerns about patient misunderstanding of physician notations as well as concerns over a loss of control over patient interactions and increasing workload complicate the acceptance of patient controlled EMRs (Winkleman, Leonard, & Rosoos, 2004). Overall, studies of patient-accessible medical records suggest only modest improvements in doctor-patient communication, adherence, patient empowerment, and patient education. 

Trust. The foundation of any successful health information network is the trust and cooperation between patients and providers.  This trust overflows into and is crucial to the development of an electronic medical record. The development of a system must start first with a serious effort to “engage, empower, and leverage the positive cooperation of patients” (Health Privacy Project, 2005). If patients feel that they have no control over the fate of their medical information, they might fail to disclose important medical data or even avoid seeking medical care because of concern over denial of insurance, embarrassment, or other factors. Expectation of privacy allows trust and improves communications between doctors and patient (Mandl,  Szolovits, & Kohane, 2001).

 
 “It's all about gaining the public's trust," Emily Stewart, a policy analyst with the Health Privacy Project, says. "An electronic information system won't work if the public doesn't have confidence and trust in it. If consumers are concerned about it, they won't participate."(Health Privacy Project, 2005). 


There seems to be a distinction between a patient reviewing their medical record and using his or her medical records to improve their health. What activity the patient chooses to use is grounded in the mutual trust between physicians and patients (Clarke, Hartswood, Procter, Rouncefield, & Slack, 2003). The trust embodied in the relationship with their physicians is automatically transferred to a patient-accessible EMR system when trusted physicians support such a system. Even in the presence of an "empowering" EMR, relationships with providers still remain the patient's primary concern (Winkelman, Leonard, & Rossos, 2005). In the end, if a patient trusts his or her medical provider, they will trust the electronic media that the provider utilizes. Thus, the relationship between provider and patient is much more powerful then a pre-printed HIPAA statement handed out over a counter for signature. Patients trust a relationship more than a piece of paper.
Personal Health Records

A possible solution to the problem of concurrent EMR use by both provider and patient is the Personal Health Record. Although the concept of a PHR is evolving, a Connecting for Health task force in 2003 defined PHR as “a set of tools that enable patients to access and record their health information and make parts of that information available to others”. It is often internet- based but not necessarily so. The PHR generally is thought of as a subset of an electronic health record system (EHR), as is the EMR,  but it differs from EMRs in that patients, not physicians, own and update the information (iHealthBeat, 2005) .Figure 1 illustrates the relationship between the electronic health record, the electronic medical record, and the personal health record.

 To be most beneficial, PHRs must transmit and accept structured data, or a core data set, in order to become commonly accepted for information exchange between individuals and clinicians (Connecting for Health, 2004). Key to the concept of a PHR is providing patients with the tools to assemble medical and treatment data from every doctor, or health care provider they have ever visited (Connecting for Health, 2004).

PHRs, therefore, are a marked departure from what health providers have used in the past to document a patient’s health history. However, health providers would still have control over the EMR so as to have freedom to communicate to other providers their concerns about a particular patient’s health without necessarily communicating those concerns to the patient. Of course, under HIPAA, physicians and hospitals must give full and unhindered access to electronic medical records on request. It remains to be seen whether PHRs generated by patients can provide enough reliable information to serve as basic representations of medical information (Kim & Johnson, 2002). This is an excellent area for further study.

Examples of PHRs.  There are a growing number of PHRs available offered through a variety of media. Younger people might prefer to keep their PHR online, while others might be concerned about identity theft or hacking and will carry their data on a USB key in their pocket. Medicare members, who are older, might feel more comfortable carrying a paper copy of their records (Sullivan, 2004).

Recently, a number of Web-based applications have been developed as resources to provide patients with secure access to personal medical information (Kim & Johnson, 2002). Companies offering the service range from the independent Followme.com.(2005) to others such as CapMed, which are marketing a "Personal HealthKey" (CapMed, 2005). This is a keychain storage device that inserts into a USB port and contains a person's medical records. Still other products use flash drives and smart cards (similar to ATM cards) to store personal health data. Even Consumer Reports Magazine is jumping into the fray (Consumer Reports, 2005).


Medem Inc. has unveiled an Internet-based "personal health record" that patients can use to organize their family's medical histories, much as they might electronically manage financial records or bank accounts. This program is sponsored by the American Medical Association and many other medical societies and is offered free to patients. It is HIPPA compliant (MEDEM, 2005).


The Continuity of Care Record (CCR) is a project conceived by ASTM International, the Massachusetts Medical Society, HIMSS, the AAFP, and the American Academy of Pediatrics (others have signed on since). Its sponsors define it as a “core data set of the most relevant facts about a patient’s healthcare, organized to be transportable and accessible to patients and clinicians across care settings” (Sprague, 2004). A CCR is a snapshot, designed for one transaction (such as a referral to a specialist, transfer, or discharge), not a complete health history. A big selling point of a CCR is that the “CCR can be technology neutral, that is, permit data to be prepared, displayed, and transmitted either on paper or electronically” (Sprague, 2004).

An example of a free, open source, interoperable PHR is PING or Personal Internetworked Notary and Guardian. It is a system designed as a fully distributed electronic medical record in which patients have control over who can read, write, or modify components of their records (Simons, Mandl, & Kohane (2004). It is not intended to be a patient’s full medical record however. PING allows patients to maintain their own electronically collated copies of their record encrypted in a specified storage site of choice (Simons, Mandl, & Kohane, 2004).
Conclusion


We should strive to have a national system of EHRs that can share information on any patient in any health care setting. From the point of view of the patient, he or she should be able to enter any health care setting and see a clinician who has comprehensive access to information about that patient.  From the health care provider's perspective, this access should be fast, the information should be easy to find, and the process should help rather than hinder the workflow

(Ash & Bates, 2004). This paper argues that patient, provider, and the health care organization can be satisfied with an electronic health record that includes both a patient supplied PHR and a clinician supplied EMR.  PHRs are a means toward a necessary end of increased consumer health awareness as well as improving patient safety and health care delivery.  Including patient-controlled health records along side the electronic medical record would ensure a functionally rich EHR that could be satisfying for both health provider and health consumer.
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Figure 1.
Inter-relations among Electronic Health Record

(EHR), Electronic Medical Record (EMR), and Personal Health Record (PHR).
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